PexoMeHaauMu pacno3HaBaHUIO (PUIIHHIOBBIX MU CEM

@®umuHr (anr. phishing) — BUJ HHTEpHET-MOIIEHHUYECTBA, IIEIbI0 KOTOPOTO
SBJISETCS TIOJIyYeHHE UACHTU(UKAIIMOHHBIX JaHHBIX MOJIb30BaTENeH (JIOTHH, Mapoib,
HOMEp KpEeIWTHOW KapThl W JAPYrol KOH(MUIAEHIMAIbHOM HMH(pOpManMu), a TaKxKe
3aIyCK BPEIOHOCHOIO MPOrPaMMHOI0 00€CIIeUeHUsI Ha KOMITBIOTEPE MMOIb30BATEIS.

Takoll BHJI HHTEPHET-MOIICHHUYECTBA, KaK MNpPaBWJIO, OCHOBAH Ha
MICUXOJIOTUYECKOM MaHUMYJISIUUU U €r0 LeJIb — BBIBECTH YEJIOBEKA HA TaKHE SMOILIMH,
KaK MHTEPEC, CTPaxX, KaJTHOCTh, 310CTh, )KEIAHHE TIOMOYb. DTO MO3BOJISIET OCIAOUTH
KOHLIEHTPALMIO YEJIOBEKA, YCHIIUTh €r0 OUTEIbHOCTD.

Tak, mpuMeHEHNE PaA3JIUYHBIX MCUXOJIOTUYECKUX MPUEMOB JEIaeT TaKol BHJ
WHTEPHET-MOLICHHUYECTBA Ype3BbIUaiiHO 3(PGEKTUBHBIM, B TOM YHCIE B OpraHax
rocyJJapCTBEHHOU BJIACTH.

IHpumep. /[ns 310yMbluslieHHUKA He cocmasisem mpyod Haumu 8 OMKpPbLMbIX
UCMOYHUKAX UHGoOpmayulo o cmpykmype Baweco opeana enacmu, onpedenums
KIH0UeBbIX OO0NHCHOCMHBIX JUY U OOMeH KOpnopamusHou noumsl Baweeo opeana
eracmu. Omo no36oisem 310YMbIUIEHHUK)Y CcOelams @QUUIUHSO8YIO PACCHLIKY
NPUMEPHO clledyroueco cooepacanus. « Yeascaemvlii ....! B nepuoo ¢ 1 mapma no 3
anpens Ynpaenenuem uH@QOpMAYUOHHLIX MEXHONIO2UL NPOU3BOOUMCST  DEeGU3US
HOUYMOBLIX AUJUKOE COMPYOHUKOS .... Bce neucnonvzyemvie noumossie awuxu 6yoym
omxatouensl. Ecnu 6vl nonyyunu 0aHnoe nucomMo u naaHupyeme ucnoib308ams OaHHblU
nOUMOBbILL AWUK 8 Oyoyujem, npocbba OonepamueHo GOUMU 6 JUYHBIL KaOuHem no
cnedyrweli CColike: ... ...... »

[Ipu 5TOM CCBITIKA, KOHEYHO K€, BEACT Ha MOIeTbHYI0 (OpMY aBTOPHU3AIUHU B
KOPIIOPATUBHYIO NOYTY. ECiM TOT WM MHOM COTPYAHUK OpraHa BIacTU BOBPEMS HE
MOMMET, 4YTO JaHHAs PACChUIKA SIBIISAETCS (UITMHTOBOM, W MEPEHIIET MO CChUIKE, OH
OKa)KETCSl Ha CTPaHUIIE, KOTOpasi BHEITHE HEOTIUYNMa OT HacTosmel Gopmbl BBOJA
YYETHBIX JaHHbIX. KOHEYHO ke, BBeOd JIOTMH W NapoJib, TaKOW COTPYIHUK
«J1I0OPOBOJIBHOY» MEPEIACT UX 3J0YMBIIIJIEHHUKAM.

IlepBoHayajibHbIE AeiicTBUS MPH MOJYYEHHH YJIEKTPOHHOT0 MUChMa:

Eciu Bel momywywin nucebMo, B KOTOpoM OT Bac TpeOyroT kakoro-imdo
B3aMMOJICHCTBHSI, B TOM YKCJIE He3aMeIJIUTEILHOTO, UJTH YK€ TaKOE MUCHhMO BBI3BIBAET
y Bac nr0060mbITCTBO, YyBCTBO CTpaxa WM MOOYXKAaeT K JACHCTBUSIM, HAIpHUMED,
«OTKpOI», «ITPOUYUTAI», «O3HAKOMBCS», TO 3alyMaiiTech U 3aaiiTe cebe Cclieayomue
BOIPOCHIL:

- O’KAJAI0 JIU S DTO NUCHMO?

- €CTh JIU CMBICII B TOM, 4TO OT MEHS TpeOyoT?

- 3HAIO JIX Sl aBTOpA 3TOr0 Muchma?

- YBEPEH JIH 51 B 0€30MaCHOCTH MOJIYYEHHOTO AJIEKTPOHHOIO MUchma?

Ecnu otBeT x0T Obl Ha OJMH M3 O3BYYEHHBIX BBIIIE BOMPOCOB «HET» -
BHUMATEJIbHO NPOAHATIU3UPYUTE COAEPKUMOE MNUChbMAa W, TPU HEOOXOIUMOCTH,



CBSDKMTECh I KOHCYJIbTAllMM C IPEACTABUTENIEM MOAPA3JACICHUS IO 3allUTe
uHdopmanuu Baiero oprana BiacTu.

Nwmeiite B BUIY, 4TO 0COOOTO BHUMAHUS TPEOYIOT MHUCbMa, KOTOPbIE:

- COJIEpIKaT CCHUIKY JUJISl TIEPEX0/ia Ha CTOPOHHUN pecypc (BO3MOXKHO, CChLIKa
BeJIeT Ha (PUIIMHTOBBIM MOANENbHBIA pecypc). [Ipu 3ToM emie GoJblilero BHUMaHUSA
3aCIIyKMBAalOT IMCbMa, COJEpKAIIUE «KOPOTKHE CCBUIKM», TaK KaK HEBO3MOYKHO
ONPENENINTh, Ky/1a BEAECT TaKasi CChUIKA;

- CoJIepKaT BIIOXKEHHE (BO3MOXKHO, (Daily1 cOmep KUT BPEIOHOCHBIM KOM ISt
3apa)K€HUs BaILIEr0 KOMIIBIOTEPA);

- COCTaBJICHbI HA NTHOCTPAHHOM SI3bIKE;

- IMEIOT OOJIBIIIOE KOJIMYECTBO MOJIydaTese;

- coziepxkat opdorpadudeckre onmoKu;

- CBsi3aHbl C (PUHAHCOBOM, OAHKOBCKOW cQepod WIM TeonoJIUTUYECKON
0OCTaHOBKOM.

Kak ananu3npoBaTh 3J1eKTPOHHBbIE MHUCbMA?

1. IlpoBepbTe aapec oOTHpaBUTENs (IOMEH ajapeca AJICKTPOHHOM MOYTHI, C
KOTOPOM TMpHUILIO MHCHhMO, JOJKEH COBIAJaTh C JOMEHOM, YKa3aHHbIM Ha
o(UIIUAIBHOM CaiiTe OpraHu3alyi, OT UMEHH KOTOPOH KOOBI HANPaBJICHO MUCHMO, a
JIOTUH TAKOW MOYTHI, B CBOIO OYEpPE/b, JOJKEH COBIAIATH C MPUHATOW JIOTUKON HX
MIOCTPOCHHUS B TOM WJIM MHOM OPTaHU3allUN; JIOMEH aJpeca JIEKTPOHHOW MOYThI — 3TO
T€ CHUMBOJIBI, KOTOPBIE CIEAYIOT Cpa3y MOCJIE CUMBOJIA « @y, Hanpumep, B [ 'ocroure
YP nomennoe ums — udmr). [IpoBepsiiTe aapec OTIpaBUTENS, JaXke B cliydae
COBIMAJICHUSI UMEHHU C YK€ U3BECTHBIM KOHTAKTOM.

2. IlpoBeppTe MOMHOE WMS OTIPABUTENS (I TMPOBEPKH TMOJTHOTO HMEHU
OTTIPABUTEIIS, HABEUTE KypCOP MBIIIKK Ha YKa3aHHOE B TUCbME UM OTIIPABUTEINS ) U
3aT€M MPOAHAUTU3UPYHTE BRICBETUBIIUMCA aJIPEC SJICKTPOHHOM MOYTHI B COOTBETCTBUU
¢ uHpopmaireit u3 oPUIMaTbHBIX UCTOYHUKOB (CM. TYHKT BHIIIIE).

3. IIpoBepbTe, IpU HATMYKH, CCHUIKH, JAXE €CJIH MHUChbMO MOJIYYEHO OT IPYTOoro
noyib3oBaTess Bamieit nHGOpMaImOHHONW CUCTEMBI, M TIOMHUTE O TOM, 4YTO caM (akT
HanpasJieHUs: Bam 1o 3J€KTPOHHOM ITOYTE CChUIOK, BEAYIIHUX HA CTOPOHHUM pecypc,
ABJISIETCS TTOJO3PUTEIBHBIM:

- oOpaTuTe BHMMAaHHE Ha Ha3BaHUE caiiTa, Ha KOTOphIM Bam mnpennararor
nepeitd. B HeM MoxkeT ObITb U3MEHEH MOPSA0K OYKB WM, HalpuMep, HEKOTOPHIC
OYKBBI MOT'YT OBITh 3aMeHEHbI Ha ITUdpbI (Harmpumep, www.s0branie.ru). Kpome Toro,
JUIS. BBEJIGHUSI B 3a0JIyKJICHUE 3JIOYMBIIUICHHUKOM MOTYT OBITh HCHOJb30BaHbI
CHeUaIu3upOBaHHbIE CEPBUCHI COKPAILIEHUs CChUIOK (Hampumep, bit.ly, tinyurl.com);

- HABEIUTE KypCOp MBIIIKM Ha CCHUIKY (He HAa)XKMMasi HAa Hee, CChLIKA
NOSIBUTCH MJIM PS/IOM € KyPCOPOM HUJIM B JIeBOM HUKHEH YaCTH OKHA) U IPOBEPHTE,
yTo0b1 URL, yka3anusblii B anektpoHHOM coobmiernn, 1 URL, oTobpaxaemMblii ipu
HaBEJICHUU Kypcopa Ha CChUIKY, COBIAIAJIH;

- Takke Bvl MokeTe BpydHyto (HE KOMHUPYsS €€) BOUTH MOJYyYSCHHYIO CCBUIKY B
CTpOKE TOMCKOBOU cucteMbl (AHnmekc, mail.ru u ap.). Takoi meTon mo3BoauT Bam
3aMETHUTh BO3MOYKHBIE «OLTUOKW» B TIOJIYY€HHOU CCHUIKE;



4. TlpoBepbTe Hamuuue BiOXeHUN. Eciiu oTripaBuTenb, 3EKTPOHHOE MUCHMO U
NpUYMHA, TI0 KOTOpoM Bac mpocsAT OTKpPBITH BJIOXKEHWE, BBI3BIBACT JIAXKE CAMOE
HE3HAUUTEIBbHOE MOJJ03PEHUE — HU MTPU KAaKUX 00CTOSATEIHCTBAX HE OTKPHIBAUTE €ro.

5. OOpamaiiTe BHMMaHHE Ha BO3MOXHbBIE OMedaTku, opdorpaduyueckue
om0k, OOJBIIOE KOJUYECTBO TMPOMUCHBIX OYKB, COBIAJEHUE HAa3BAHUU
OpraHu3alliy, UMEHHU OTIPABUTENS U COACPKUMOTO B TEKCTE AIEKTPOHHOTO MUCHhMA.

6. Eciu mnojy4yeHHOE MHCHMO BBI3BIBAET COMHEHHUS, MO BO3MOXKHOCTH,
CBSDKUTECH C OTIPABUTENIEM WIH CO CIIPAaBOYHON OpraHu3ali, OT KOTOPOW MPHUILIO
TaKo€ JJICKTPOHHOE MHUCHbMO, MO APYromMy KaHaly cBsi3u. [Ipu 3TOM KOHTakKTHBIE
JaHHBIC HY)KHO OpaTh M3 aBTOPUTETHBIX MUCTOYHHKOB, HAIPUMEP, HA OPHUITHATHHOM
caiiTe opraHu3aliy, a He U3 HalpaBJIeHHOro Bam nucema.

Yro nenarp, eciu Bol 00Hapy)kuan GUIIHHTOBOE MUCHMO?

1. He nepexoaute no ccbuike, 0COOEHHO, €CIM OHU JJIUHHBIE WK, HA000pOT,
CO3/JIaHbI IIPU IIOMOILM CEPBUCOB COKPAILEHUS CCHUIOK;

2. He Ha)xuMaiiTe Ha CCHUIKH, €CIIM OHM 3aMEHEHBI Ha CIIOBA;

3. He xonupyiiTe aapec CChLIKH;

4. He oTkpblBaiiTe M HE CKauMBaWTE BJIOXKEHHUS, OCOOEHHO, €CIM B HHX
coJiepKaTcsl AOKYMEHTBl C MakKpOCaMH, apXWBbl C HapojsiMU, a Takxke (Qaiibl ¢
pacumpenusamu RTF, LNK, CHM, VHD;

5. He moarpy»xaite KapTUHKM OT HE3HAKOMBIX JIIOJIEH;

6. He 3amyckaiiTe Makpochl B OHUCHBIX MPUIOKEHUAX (MaKpoc — 3TO Habop
KOMaHJ ¥ WHCTPYKIMH, TPYNINUPYEMbIX BMECTE€ B BHUJEC €IUHOW KOMAHAbI JJIsi
ABTOMATHYECKOTO BBIITOJHEHHUS 3aa4H );

7. He nepecbuiaiTe muchbMa KOJIJIEram;

8. Ilponndopmupyiite noapasaenacHue mno 3ammure nHHopMaluu CBOEro opraHa
BJIACTH/aIMUHUCTpaTOpa NHHOPMAIITMOHHON CUCTEMBI;

9. Ilocne KOHCYBTAIMK C MOAPA3IEICHUEM T10 3alluTe UHYOPMALIUU yIAIUTE
(GUIITMHTOBOE TTHUCHMO.



